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Introduction 

A increasing part of warfare is so called cyber warfare. It means that nations or groups are 
hacking into programs and systems from a political motivation. By this kind of hacking they are 
able to sabotage and espionage them. In addition, parts of cyber warfare are attacks including ob-
taining secrets from rivals, groups, governments, competitors, individuals and enemies also for mil-
itary, political or economic advantage using illegal exploitation methods on internet, software, com-
puters and networks.There are several parts of infrastructure that are vulnerable to this kind of at-
tacks. Sabotage can be conducted in different ways, either by the attempt of making a network or 
machine or resource unavailable to its intended users or through attacks that are not limited to 
computer-based methods. Cyber warfare also leads to a higher possibility of plausible deniability 
from attackers while the defenders are in a asymmetric disadvantage over the attacker. By this it 
allows the attackers to attack without much risk of getting caught and without the consequences 
when they are. According to recent studies more than 140 countries have different varies of of cy-
ber weapon development programs. A cyber attack could disrupt the economy, distract form a mili-
tary attack or create a national trauma. 

Definition of Key Terms 

Cyber Warfare 

The United Nations Interregional Crime and Justice Research Institute, defines cyber    
warfare as online acts of espionage and security breaches, which aim to obtain classified 
information through exploitation of the Internet as well as sabotage, which is the deliberate 
use of the internet by one nation to disrupt the communication (SCADAs) of another nation. 

Supervisory Control and Dara Acquisition (SCADA) systems 

SCADA systems are control systems that run everything from power plants to oil pipelines 
to military installations. SCADA systems are often the primary target, as it would disrupt a 
nation's key infrastructure. 

Cyberspace 
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Cyberspace is formally defined as the online world of computer networks and especially the 
Internet. It encompasses all data and information stored electronically by users around the 
world. 

Cyber security 

Cyber security is the mechanisms designed to protect, detect, and respond to attack or 
unauthorised access of computer networks and data. 

Background Information 

 Cyber warfare has only begun to emerge in the past few decades. However, no major    
disarmament agreements relating to cyber warfare have been passed yet. Therefore, it is even 
more important to address the topic and create a treaty that raises the awareness of the potentials 
of cyber warfare and also encourage disarmament.   

Emergence of cyber warfare  

 One of the first recognised large-scale cyber incidents to affect the world's cyber             

infrastructure was the Morris worm — it spread around computers largely in the US. The worm 
used weaknesses in the UNIX system Noun 1 and replicated itself regularly. It slowed down com-
puters to the point of being unusable. The worm was the work of Robert Tapan Morris, who said he 
was just trying to examine how big the Internet was. He subsequently became the first person to 
be convicted under the the US' computer fraud and abuse act. He now works as a professor at 

MIT.  

Most serious incidents of cyber warfare in recent years  

In recent years, the danger associated with cyber warfare strongly increased. The number 
of severe incidents per year rose drastically. After 1988, the first serious appearance of cyber war-
fare was in October 2010 with Stuxnet, a complex piece of malware designed to interfere with 
Siemens industrial control systems, was discovered in Iran, Indonesia, and elsewhere, leading to 
speculation that it was a government cyber weapon aimed at the Iranian nuclear programme. The 
Canadian government reported a major cyber attack against its agencies, including Defence Re-
search and Development Canada, a research agency for Canada's Department of National De-
fence in January 2011.The attack forced the Finance Department and Treasury Board, Canada’s 
main economic agencies, to disconnect from the Internet. In October 2012 the Russian firm 
Kaspersky discovered a worldwide cyber-attack dubbed “Red October,” that had been operating 
since at least 2007. Hackers gathered information through vulnerabilities in Microsoft’s Word and 
Excel programmes. The primary targets of the attack appear to be countries in Eastern Europe, the 
former USSR and Central Asia, although Western Europe and North America reported victims as 
well. The virus collected information from government embassies, research firms, military installa-
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tions, energy providers, nuclear and other critical infrastructures. Past cyber efforts are also of 
concern which can been seen by the incident in South Korea in March 2013, when South Korean 
financial institutions as well as the Korean broadcaster YTN had their networks infected in an inci-
dent said to resemble past cyber efforts by North Korea.  

The UN and cyber warfare 

The topic of cybercrime was brought to the UN General Assembly in 1998 when Russia 
created it’s cyber arms control initiative. Since then, the GA has passed several resolutions        
regarding  developments in the field of telecommunication and the potential of cyber warfare.  

Disarmament in the context of cyberspace  

In the traditional context, disarmament involves the destruction of weapon stocks as well as 
disabling manufacturing plants. However in this context, the tools of the trade are simply a       
computer with access to the Internet. Denying rights to such tools would be utterly impossible, 
thus, cyber disarmament must shift away from denying the acquisition of the weapon and rather 
concentrate on preventative measures.  

Major Countries and Organizations Involved 

People’s Republic of China  

 The People’s Republic of China has a record of being involved in cyber attacks. In 2010 

google was hacked by attacks originating in China that compromised passwords to Gmail accounts 
of multiple human rights activists. Furthermore they took place in a conference where China,   
Russia, Kazakhstan and several other countries evaluated the role of censorship.  

Russian Federation 

Russian involvement begun in 1998 when they proposed a set of guidelines that would 
combat “information terrorism”. The Russian concern was focused on the possibility that words 
could become weapons and that information transmitted by the Internet could threaten the stability 
of states.   

United States of America  

 The US views cyber attacks as war crimes. They opposed a Russian resolution that aimed 

at limiting cyber arms 2008 by opposing the pro-censorship approach to contain cyber warfare-
However, in 2010 the chief of the Pentagon’s cyber security commanded endorsed talks with Rus-
sia to propose limits on military attacks in cyberspace, demonstrating a shift in US policy.  

The International Telecommunication Union (ITU) 

The UN’s International Telecommunication Union manages the sharing of communication 
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infrastructure across the world as well as acting as a platform for cooperation regarding the topic of 
cyber crimes. It invented country codes and international telephone charges. The ITU is an        
essential key organisation in the governance of the Internet. 

Timeline of Events 

 

Relevant UN Treaties and Events 

• Developments in the field of information and telecommunications in the context of 

international security, 4 January 1999 (A/RES/53/70) 

• Recent developments in the use of science and technology by offenders and by 

competent authorities in fighting crime, including the case of cybercrime, 22 Jan-

uary 2010 (A/CONF.213/9) 

Date Description of event

1988
The Morris worm is one of the first recognised computer worms. It spread 
largly across computers in the US, slowing them down and finally making 
them unusable 

1998 A set of guidelines and principles to combat “information terrorism” is 
proposed by Russia (A/RES/53/70)

April 2007
Following the tension with Russia over the removal of a war memorial, the 
Estonian government and online banking were targeted resulting in 
temporary interruption of the government’s online services

August 2008 Georgia’s computer network was hacked during a time of conflict with 
Russia. The websites of the government were splattered with graffiti.

January 2010
Chinas popular search engine Baidu got hacked by a group titled “Iranian 
Cyber Army” redirecting users of Baidu to a page showing iranian political 
messages. 

October 2010 The malware Stuxnet that has destroyed Iran’s nuclear program is 
exposed to public.

July 2011 The defense contractor of the US got hacked and 24,000 files were stolen 
from the Department of Defense.

May 2012 The Flame Virus is discovered.

Ocotber 2012
The worlwide cyber attack dubbed “Red October” gathered information 
from government embassies, research facilities, military installations and 
other NCIs from countries in Eastern Europe.
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• Developments in the field of information and telecommunications in the context of 

international security, 20 July 2010 (A/65/154) 

• Developments in the field of information and telecommunications in the context of 

international security, 15 July 2011 (A/66/152) and (A/66/152/Add.1)   

• Developments in the field of information and telecommunications in the context of 

international security, 23 July 2012 (A/67/167) 

• Developments in the field of information and telecommunications in the context of 

international security, 16 July 2013 (A/68/156) and (A/68/156/Add.1) 

• Developments in the field of information and telecommunications in the context of 

international security, 20 June 2014 (A/69/112) and (A/69/112/Add.1) 

• Resolution 68/243 adopted by the General Assembly on 27 December 2013 

• Resolution 69/28 adopted by the General Assembly on 2 December 2014 

Previous Attempts to solve the Issue (150 words) 

 The first time the UN realized the problem of cyber warfare was in 1998 when Russia pro-
posed its cyber arms control initiative that called for the UN to develop „international principles“ that 
could counteract information terrorism. Since then the idea of establishing a cyber disarmament 
treaty has been there, but is never been accomplished. In the past, the UN has brought up quite a 
lot resolutions and documents that are simple saying how many nations are interested in setting up 
„national cyber security systems.“ There were several suggestions to adapt and apply  parts of the 
international law and principles named in the Geneva Convention, which is signed by 195 nations 
at the moment, to cyber warfare.  So we can resume that there were ideas and  attempts to solve 
the problem but no real ideas to create a cyber disarmament treaty which implies all views and 
opinions on how to protect or censor the Internet. 

Possible Solutions 

 For an effective plan of action regarding cyber disarmament a definition of cyber warfare 
and all cyber warfare-related terms needs to be agreed upon. This definition will reduce the uncer-
tainty within the field seeing that some argue that attacks like Stuxnet do not constitute cyber war-
fare. 
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Reaching out for a multilateral cyber disarmament treaty on the scale of the Non-Proliferation 
Treaty, a platform for discussion must be formed facilitating the talk between Higher Economically 
Developed Countries (HEDCs) and Lower Economically Developed Countries (LEDCs). LEDCs 
must be incorporated in the discussion in order to allow them to improve their policies on cyber at-
tacks and the ongoing development of their Information Technology (IT) infrastructure. Beside gov-
ernments and big companies the public is one of the biggest targets of cyber warfare. The people 
using Information Technology should be educated more in order to protect themselves from Cyber 
warfare. Acknowledging the vast pace at which technology moves forward today a possible organi-
sation or platform tackling the issue of cyber warfare needs to able to move just as fast. 

Finally, an international compromise between the pro surveillance view of preventing measures 
and the strengthening of defence systems against cyber attacks view needs to be reached in order 
to create an effective resolution. Moreover that confidence building measures are important for this 
issue as it promotes cooperation between member states and will help to avoid government 
backed cyber attacks against other member states.  

Bibliography 

http://www.bbc.com/news/technology-18351995 

http://www.un.org/en/development/desa/news/ecosoc/cybersecurity-demands-global-ap-
proach.html 

http://www.wsj.com/news/articles/SB10001424052748703340904575284964215965730 

http://leb.fbi.gov/2011/november/cyber-terror 

http://www.un.org/disarmament/topics/informationsecurity/ 

http://www.nato.int/docu/review/2013/Cyber/timeline/EN/index.htm

 Research Report | Page !  of !6 6

http://www.bbc.com/news/technology-18351995
http://www.un.org/en/development/desa/news/ecosoc/cybersecurity-demands-global-approach.html
http://www.wsj.com/news/articles/SB10001424052748703340904575284964215965730
http://leb.fbi.gov/2011/november/cyber-terror
http://www.un.org/disarmament/topics/informationsecurity/
http://www.nato.int/docu/review/2013/Cyber/timeline/EN/index.htm

